
Overview
Since the sale of the first NonStop
server to run a major online transaction
processing application in the ‘70’s, HP
NonStop systems have served as the
backbone for businesses requiring
“online all the time” availability and
the scalability to respond to
unpredictable growth.  The businesses
that have come to trust these systems
for their most mission-critical
applications include stock exchanges,
banks, electronic funds transfer
networks and emergency services.

Since the applications and data on
these systems are essential assets to
their owners, their security is, or should
be, a paramount concern.  The security
of these valuable applications and
databases are only as strong as the
weakest link.  While NonStop systems
have many inherent security strengths,
hardware or software encryption
services to insure the privacy of data
exchanged over networks are not
standard items.  The lack of native
encryption services is the weakest
aspect of NonStop security.

NonStop Security
The inherent security and availability
of the host platform should be a key
consideration in any choice for
platforms hosting mission-critical
applications.  The HP NonStop system
is a perfectly appropriate choice for

these applications as it was designed
from the ground up to be the most
fault-tolerant and highly available
system on the market.  Security is
also a key component of the NonStop
architecture.  The key features of the
NonStop system which enhance
security are:

Modular Operating System
Specialized system processes such
as disk, memory and network
managers provide most of the
functionality of the NonStop Kernel.
 These processes communicate
through inter-process messaging.

Minimum Privilege
System and application process can
be started with the minimum authority
required by the user.  Process
components can also be started
under different user names creating
multiple security domains.

Isolated Processes
A non-privileged process cannot
access the data or negatively impact
other processes running on the
system.  Processes communicate via
inter-process messages and,
therefore, cannot overwrite each
other’s data.

None of these architecture features,
however, address the requirement to
keep sensitive data private as it is
exchanged over networks.

Other platforms that might be
considered for applications similar to
those found on NonStop systems (e.g.
IBM or UNIX systems) are likely to
include at least software services that
provide SSL or SSH encryption.

The Weakest Link
The most common method for
communicating with a NonStop system
is over a TCP/IP network.
Unfortunately, there is no security
inherent in a TCP/IP network; any
unencrypted data can be easily
“sniffed” by any another computer on
the network.  Although NonStop
systems are typically isolated from
public networks through multiple
firewalls, the most likely attack, as
determined in a study by Ernst &
Young, will come from an insider who
already has access to internal
networks.  An outsider could also take
control of a vulnerable PC or other
computer on an internal network and
drop a Trojan horse containing a
network sniffer.

Once a sniffer has been placed on the
same network as your NonStop server, the
attacker can easily capture any unencrypted
communication on the network.
If the attacker can obtain the password
to the SUPER.SUPER account of your
NonStop system or one of its aliases,
any security measures running on the
system can be easily compromised.

Clearly, encryption of network traffic
is a critical need.

Approaches and Solutions
There are two general methods for
adding encryption capabilities to a
NonStop system; Network Security
Processors and software-based
encryption.
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Network Security Processors
Network Security Processors (also
known as NSP’s) are hardware
devices external to the NonStop
platform that provide security services.
 With this architecture, no additional
processing is required by the NonStop
system and the encryption processing
by the NSP is typically quite fast.  This
architecture would, therefore, be a
good fit for NonStop platforms
executing high volume transactions.

Another benefit of a hardware
implementation is that the session
private keys are never accessible by
other applications.  These devices
often also offer advanced
cryptographic capabilities such as
hardware key support.

The key drawback to network security
processors is price.  The acquisition costs
for these devices can be several multiples
of that for a software-based solution.
Configuration and administration of these
devices often requires connection through
an additional hardware device (e.g. a PDA).

Software-based Solutions
In a software-based solution, one or
more processes are started on the
NonStop platform to provide encryption
services.  These solutions are typically
very easy to install, configure and
administer through normal
administrator sessions to the host.

While software-based solutions can
handle significant numbers of
concurrent users, their scalability is
not equivalent to that of a NSP.
However, the acquisition costs for
these solutions are, as mentioned
above, substantially lower.

Crystal Point NSSL and
OutsideView
Crystal Point offers software-based
encryption for the NonStop platform
through its NonStop SSL (NSSL)
product and complements that with
SSL/TLS-enabled terminal emulation
from OutsideView.  These tools will
allow establishing terminal sessions
to host processes that are fully
encrypted between the PC running
OutsideView and the host application.
 Both these implementations are
based on accepted standards and
utilize standard X.509 certificates.

This adherence to standards insures
compatibility with processes or
applications running on other platforms
that also implement standards-based
encryption.  A NonStop process may,
for example communicate through a
NSSL proxy with a process running
on an IBM platform over an SSL-
encrypted channel.  NSSL may also
be used to front-end a web server
running on the NonStop platform to
provide encrypted HTTP (HTTPS).

OutsideView also takes full advantage
of the certificate handling capabilities
of Windows.  The root CA certificate
received from the host during the SSL
handshake is compared against the
PC’s certificate store.  If the certificate
is not found in the local store, the user
may optionally be presented with the
standard Certificate Import Wizard to
add that certificate to the store.

Conclusion
Although the NonStop platform offers
industry-leading availability and
scalability, encryption of network
connectivity is not included as a
standard item.  Even though an
organization’s NonStop servers can
be well isolated from public networks,
as long as these systems share the
network with other vulnerable
workstations or malicious insiders,
their data and applications are
vulnerable to attack.

Encryption is an absolutely necessary
component of any security practice to
insure the privacy of data being
exchanged over the network.  Network
Security Processors and software-
based encryption can provide this
service with NSP’s being generally
more powerful but substantially more
expensive than software-based
solutions.

Crystal Point provides a powerful
software-based encryption solution in
NSSL and OutsideView.  The
adherence to standards in both these
products insures their compatibility
with other standards-based
applications and greatly facilitates
implementation of security measures
in your organization.
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